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Completing the Toolkit

Mandatory Questions are needed to
complete to Approaching Standards
Level. We will be completing all the
qguestions to get to Standards Met.
Once you publish at Standards Met you
will not need to upload an Action Pan

DSPT

Better security.
Better care.

Key data security requirements for social care organisations are
listed below. Please respond to the following requirements and
publish your assessment.

Important

If you only respond to the MANDATORY requirements, you
will be asked to provide an action plan which identifies the
steps your organisation will take to meet the full standard

Staffing and roles

1449 Wiha oo recmancibiliby for data onmirhy and mestestine and beass bhae thics
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The Standards

Better security.
Better care.

* Approaching Standards
e Standards Met
e Standards Exceeded
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Completing the Toolkit

Better security.

Questions will follow these formats

* Tick Boxes (yes/no with comments —
majority of questions)

Evidence item 2.1.1

Better care.

D Does your organisation have an induction process that covers data
security and protection, and cyber security?

All new staff, directors, trustees and volunteers who have access to personal data,

Evidence t=m 211 | jnduction that covers data

security and protection as well as cyber security. It is good practice to keep records of who has been inducted and to review the
induction process on a regular basis to ensure it is effective and up to date.

There is an ‘Introduction to Information Sharing for Staff’ available from Digital Soacial Care.

Comments (optional)
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Completing the Toolkit DSPT

Better security.
Better care.

Evidence item 1.1.5
Who has responsibility for data security and protection and how has this
responsibility been formally assigned?

Questions will follow these formats
* Text Box (need to make a statement)

Whilst data security and protection is everybody's business, someone within your organisation must take overall senior
responsibility for it. There must be at least one named person who leads on data security and protection. Their responsibility is to
provide leadership and guidance from a senior level.

In the text box, write the name(s) of the person or people within your organisation with overall responsibility for data security and
protection. Then, for each person, describe how this responsibility has been formally assigned to them. For instance, this
responsibility could form part of their job description, or be noted in the minutes of a management meeting, or be in an email from
the appropriate director in your organisation. Your organisation may also have additional specialised roles, for example a Data
Protection Officer (DPO).

Read more about data security and protection responsibilities and specialised roles.

‘ Evidence item 1.1.5

Comments (optional)
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Completing the Toolkit

Questions will follow these formats

* Document (need to upload a
document)*

*You can choose to make a statement
where the document is kept or copy the
document into the text box

DSPT
Better security.
Better care.

Evidence item 1.2.1

Does your organisation have a privacy notice?

If you use and share personal data then you must tell people what you are doing with it. This includes why you need the
data, what you'll do with it, who you're going to share it with and individual's rights under data protection legislation e.g. to
access the information.

This should be set out in writing in ‘a privacy notice'. You should provide this information in a clear, open and honest way
using easily understood language.

Privacy notice should cover all data you process for example the data relating to the people you support and their
relatives, staff, volunteers, members of the public. You may have more than one privacy notice e.g. one for staff and
another one for the people you support.

An example privacy notice is available from Digital Social Care

= Upload a document

= Reference an existing uploaded document

= Specify an intranet or internet link to a document
= Enter text describing the document's location

Comments (optional)

m o Cance'
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Completing the Toolkit

Better security.
Better care.

* The DSPT is a declaration of your data protection compliance
* If you are unsure of any questions today do not answer them
* You can answer them in the future
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Staffing and Roles

Better security.
Better care.
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Staffing and Roles

1.1.5

Who has responsibility for data security
and protection and how has this
responsibility been formally assigned?

10

Better security.
Better care.

Whilst data security and protection is everybody’s business,
someone within your organisation must take overall senior
responsibility for it. There must be at least one named person who
leads on data security and protection. Their responsibility is to
provide leadership and guidance from a senior level.

In the text box, write the name(s) of the person or people within
your organisation with overall responsibility for data security and
protection. Then, for each person, describe how this responsibility
has been formally assigned to them. For instance, this responsibility
could form part of their job description, or be noted in the minutes
of a management meeting, or be in an email from the appropriate
director in your organisation. Your organisation may also have
additional specialised roles, for example a Data Protection Officer

(DPC’
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asked to provide an action plan which identifies the steps your
organisation will take to meet the full standard

Staffing and roles

1
—=-!

DSPT

Better security.

1.1.5

Who has responsibility for data security and protection and how has this responsibility
been formally assigned?

Better care.

Mandatory

211

Does your organisation have an induction process that covers data security and
protection, and cyber security?

Mandatory

Do all employment contracts, and volunteer agreements, contain data security
requirements?

Mandatory

3.1.1

Has a training needs analysis covering data security and protection, and cyber security,

been completed since 1st July 20217

3.21

Have at least 95% of staff, directors, trustees and volunteers in your organisation
completed training on data security and protection, and cyber security, since 1st July
20217

341

Have the people with responsibility for data security and protection received training
suitable for their role?

411

Does your organisation have an up to date record of staff, and volunteers if you have
them, and their roles?

Mandatory

Policies and procedures

1.1.1

What is your organisation’s Information Commissioner’s Office (ICO) registration
number?

[}
Mandatory QD

Lincolnshire

Does your organisation have an up to date list of the ways in which it holds and shares
different types of personal and sensitive information?

Mandatory

lincolnshire |- Care Association
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Evidence item 1.1.5
Who has responsibility for data security and protection and how has this
responsibility been formally assigned?

Whilst data security and protection is everybody’s business, someone within your arganisation must take overall senior
responsibility for it. There must be at least one named person who leads on data security and protection. Their responsibility is to
provide leadership and guidance from a senior level.

In the text box, write the name(s) of the person or people within your arganisation with overall responsibility for data security and
protection. Then, for each person, describe how this responsibility has been formally assigned to them. For instance, this
responsibility could form part of their job description, or be noted in the minutes of a management meeting, or be in an email from
the appropriate director in your organisation. Your organisation may also have additional specialised roles, for example a Data
Protection Officer (DPO).

Read more about data security and protection responsibilities and specialised roles.

John Smith MD

Comments (optional)

or Cancel

Evidence item 1.1.5
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asked to provide an action plan which identifies the steps your
organisation will take to meet the full standard

Staffing and roles

1.1.5 Who has responsibility for data security and protection and how has this responsibility Mandatory COMPLETED
been formally assigned?

211 Does your organisation have an induction process that covers data security and Mandatory
protection, and cyber security?

2.1.2 Do all employment contracts, and volunteer agreements, contain data security Mandatory
requirements?

3.1.1 Has a training needs analysis covering data security and protection, and cyber security,
been completed since 1st July 20217

3.2.1 Have at least 95% of staff, directors, trustees and volunteers in your organisation
completed training on data security and protection, and cyber security, since 1st July
20217

3.4.1 Have the people with responsibility for data security and protection received training
suitable for their role?

411 Does your organisation have an up to date record of staff, and volunteers if you have Mandatory
them, and their roles?

Policies and procedures

1.1.1 What is your organisation’s Information Commissioner’s Office (ICO)_registration Mandatory
number?

1.1.2 Does your organisation have an up to date list of the ways in which it holds and shares Mandatory
different types of personal and sensitive information?

ent/Evidenceltem?evidenceld=13&assertionNumber=1.1.1&organisationCod... 1VE A privacy notice? Mandatory

13
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Staffing and Roles

DSPT

Better security.
Better care.

2.1.1

2 s All new staff, directors, trustees and volunteers who have access to
DoeS yOU r Orga nisation have an personal data, should have an induction that covers data security
induction process that covers data and protection as well as cyber security. It is good practice to keep

. . records of who has been inducted and to review the induction
security a nd protection, a nd Cyber process on a regular basis to ensure it is effective and up to date.
security?
i
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Staffing and Roles

Better security.
Better care.

2.1.2
Do all employment contracts, and

Clauses in contracts or agreements should reference data security
(confidentiality, integrity and availability). Many contracts commonly

VOIU nteer agreeme ntS, contain data focus on just confidentiality. Your organisation’s staff employment
. . 3 contracts, and volunteer and trustee agreements if you have them,
security requirements: should be reviewed to see if they need to be updated to include a

clause on data security.
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Staffing and Roles

Better security.
Better care.

3.1.1
HaS 3 training needS analysis Covering A training needs analysis is a process which helps identify the data

security and protection, and cyber security, training and

data secu r|ty and protection’ and Cyber development needs across your organisation. Your organisation’s

training needs analysis should identify the level of training or

secu rity, been com pIEted since 30 June awareness raising required by your staff, directors, trustees and

202 1? volunteers if you have them. It should be reviewed and/or approved
: annually by the person(s) with overall responsibility for data security
and protection within your organisation.
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Staffing and Roles

Better security.
Better care.

3.2.1

o) i All people in your organisation with access to personal data must
Have at IeaSt 95 A) Of Staff’ d Irecto 'S, complete appropriate data security and protection, and cyber
trustees a nd VOIU nteers in your security, training every year. Your organisation’s training needs

analysis should identify the level of training or awareness raising

organisation completed training on data  that people need.

secu rlty and protection, and cyber There is an understanding that due to illness, maternity/paternity
. . 3 leave, attrition or other reasons it might not be possible for 100% of
security, since 30 June 2021: people to receive training every year. Therefore, the target is 95% of

people with access to personal data.
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Staffing and Roles

Better security.
Better care.

3.4.1
Have the people with responsibility for

It is likely that the person or people within your organisation who
are responsible for data security and protection will need additional

data secu r|ty a nd protection received and more in depth training than the majority of your staff. Your
. . . . organisation’s training needs analysis should identify any additional
traini Nng Su itable for their role? training required by people with increased data security and

protection responsibilities or specialist roles, for example a Data
Protection Officer (DPO).
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Staffing and Roles

DSPT

Better security.
Better care.

4.1.1

: : Your organisation must have a list of all staff, and volunteers if you
DoeS yOU r Orga nisation have an u p to have them, and their current role. This list should be kept up to date,
date record of Staff, and volunteers if including any change of role, new starters and removal of leavers.

This might be linked to your existing payroll or rostering system.

you have them, and their roles?
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Policies and Procedures

Better security.
Better care.
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Policies and Procedures -

Better security.
Better care.

1.1.1
- - - ’ - Registration with the ICO is a legal requirement for every
What IS yOU r Organ Isation’s |nf0rmat|0n organisation that processes personal information, unless they are

Com miSSioner'S Offlce (lCO) registration exempt as a small charity. If your organisation is not already
num ber? registered, you should register as a matter of urgency
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Policies and Procedures

Better security.
Better care.

1.1.2
Does your organisation have an up to

To be compliant with data protection legislation you must have a list
or lists of the different ways in which your organisation holds

date list of the ways in which it holds personal and sensitive information (e.g. filing cabinet, care planning
. system, laptop). This list is called an Information Asset Register (IAR)
and shares different types of pe rsonal and it should detail where and how the information is held and how
ey . . you keep it safe. You should also have a list or lists of the types of
d nd sensitive |nf0rmat|0n ? personal data that are shared with others, for example needs

assessments, prescriptions, payslips, care plans. This list is called a
Record of Processing

Activities (ROPA) and should detail how the data is shared and how
your organisation keeps it safe. It is fine to have either two separate
documents or a single document that combines both lists. The list(s)
should be reviewed and approved by the management team or
equivalent since 1st April 2020. Upload the document(s) or link to
the document or specify where it is

© ‘ Lincolnshire
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Policies and Procedures

Better security.
Better care.

1.2.1

: : - Your organisation must set out in clear and easily understood
DoeS yOU r Orga nisation have d prlvacy language what it does with the personal data it processes regarding
notice? the people it supports, staff and volunteers, and members of the

public, for example relatives or other professionals etc. This is called
a privacy notice and there may be more than one privacy notice e.g.
one notice for staff and one for the people you support. Your
organisation’s privacy notice(s) should be made available to these
people and inform them about their rights under data protection
legislation and how to exercise them. It is good practice to publish
your privacy notice on your website if you have one.
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Policies and Procedures

1.2.4

Is your organisation compliant with the
national data opt-out policy?

24

Better security.
Better care.

The national data opt-out gives everyone the ability to stop health
and social care organisations from sharing their confidential
information for research and planning purposes, with some
exceptions such as where there is a legal mandate/direction or an
overriding public interest for example to help manage the covid-19
pandemic.

As a provider, you should help the people who use your services to
understand that they can opt out of their data being used for other
purposes. You should check that your policies, procedures, and
privacy notice cover the opt out.

All health and social care CQC-registered organisations in England
must be compliant with the national data opt out by 30 September
2021.

More detailed guidance that gives advice about compliance with the
national data opt-out policy is available from NHS Digital and Digital

Social Care.
. ‘ Lincolnshire
Lincolnshire Care Association
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https://digital.nhs.uk/services/national-data-opt-out-programme/compliance-with-the-national-data-opt-out
https://www.digitalsocialcare.co.uk/national-data-opt-out/

Policies and Procedures

Better security.
Better care.

1.3.1
DoeS your Organisation have Up to date Confirm that your organisation has a policy or policies in place to

cover:

policies in place for data protection and . .. protection
for data and cyber security? - data quality

* record keeping
 data security
* where relevant, network security

The policy or policies should be reviewed and approved by the
management team or equivalent within the last 12 months. There is
no set number of how many policies your organisation has to have
on these topics as the different sizes and complexity of organisations
means that some will have one all-encompassing policy, whilst
others may have multiple policies.

‘ Lincolnshire
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Policies and Procedures

Better security.
Better care.

: : Your organisation should carry out spot checks that staff are doing
DoeS yOU r Orga nisation ca rry out what it says in the data protection and/or staff confidentiality policy

regu lar data protection Spot checks? or guidance. These should be undertaken at least every year. They

could be part of other audits that you carry out. It is good practice to
keep evidence that spot checks have been carried out, including
details of any actions, who has approved the actions and who is
taking them forward, if applicable.

®™ ‘ Lincolnshire
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Policies and Procedures

Better security.
Better care.

1.3.7

: : ’ Your policy should describe how your organisation keeps personal
DoeS yOU r Orga nisation’s data data as safe as possible. It should set out, for example: how you
protection pohcy describe how you might use codes instead of names when sharing data with others;
how you might secure or encrypt messages so that only authorised
keep pe rsonal data safe and secure? people can read them. This is called ‘data protection by design’.

Your policy should also set out, for example: how you only collect
the minimum amount of data that you need, how you limit access to
only those who need to know, keep the data for as short a time as
possible, and how you let people know what you do with their data.
This is called ‘data protection by default’.

®™ ‘ Lincolnshire
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Policies and Procedures

1.3.8

Does your organisation’s data
protection policy describe how you
identify and minimise risks to personal
data when introducing, or changing, a
process or starting a new project
involving personal data?

28

DSPT

Better security.
Better care.

Your policy should describe the process that your organisation has in
place to make sure that it systematically identifies and minimises the
data protection risks of any new project or plan that involves
processing personal data. For example, when you introduce a new
care recording system; if you install CCTV; if you use new remote
care or monitoring technology; if you share data for research or
marketing purposes.

This type of risk assessment is called a Data Protection Impact
Assessment (DPIA).

Your organisation should consider whether it needs to carry out a
DPIA at the early stages of any new project if it plans to process
personal data. A DPIA should follow relevant guidance from the
Information Commissioner’s Office (ICO) Guidance.

©™ ‘ Lincolnshire

Lincolnshire Care Association

WPy U . Y
e i i
; P P AL | A A



Policies and Procedures

DSPT
Better security.
Better care.

14.1
: : Your organisation should have in place and follow a retention
D.OGS yOU r Orga nisation have d timetable for all the different types of records that it holds, including
timetable which sets out how long you finance,
1 ? staffing and care records. The timetable, or schedule as it sometimes
retain records for ) called, should be based on statutory requirements or other
guidance)
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Policies and Procedures

1.4.2

If your organisation uses third parties to
destroy records or equipment that hold
personal data, is there a written
contract in place that has been
reviewed since 1st April 20207 This
contract should meet the requirements
set out in data protection regulations.

30

Better security.
Better care.

It is important that when there is no longer a valid reason to keep
personal data that it is disposed of securely. This applies to paper
documents, electronic records and equipment, such as old
computers and laptops, mobile phones, CDs and memory sticks.

If your organisation uses a contractor to destroy any records or
equipment, such as a document shredding company or IT recycling
organisation, then the contract(s) or other written confirmation with
third parties must include the requirement to have appropriate
security measures in compliance with the General Data Protection
Regulations (GDPR) and the facility to allow audit by your
organization

If you do not use third parties to destroy records or equipment, then
tick and write “Not applicable” in the comments box

. ‘
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Policies and Procedures

Better security.
Better care.

1.4.3

: : It is important that when there is no longer a valid reason to keep
If yOU r Orga nisation deSt royS d ny personal data that it is disposed of securely. This applies to paper
records or equipment that hold documents, electronic records and equipment, such as old
) computers and laptops, mobile phones, CDs and memory sticks. If
pe rsonal data, how does it make sure anyone in your organisation destroys any records or equipment
¢ ot themselves, such as shredding documents, briefly describe how the
that th IS IS done Securely? organisation makes sure that this is done securely. If you do not

destroy records or equipment yourselves, or only use a third party to
do so, write “Not applicable” in the text box.

®™ ‘ Lincolnshire
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Policies and Procedures -

Better security.
Better care.

10.1.2

: : - - Your organisation should have a list or lists of the external suppliers
DoeS yOU r Orga nisation have d IISt Of Its that handle personal information such as IT or care planning systems
Suppliers that hand|e personal suppliers, IT support, accountancy, DBS checks, HR and payroll
. f t th d t d . services, showing the system or services provided.
lfeliie .IOn, € pro . Ucts an SerVI-CES If you have no such suppliers, then 'tick' and write “Not applicable”
they deliver, and their contact details? in the comments box.

o
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Data Security

Better security.
Better care.

33
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Data Security

Better security.
Better care.

1.3.12
- - Paper records may be taken out of your organisation’s building(s),
HOW doeS yOU r Orga nisation ma ke sure for example for hospital appointments or visits to people’s homes.

that paper reco rds are safe when taken Leaving documents in cars, for instance, can be risky. How does your

roa. organisation make sure paper records are kept safe when ‘on the
out of the bUIIdlng? move’?

If you do not have any paper records or do not take them off site,
write “Not applicable” in the text box.

®™ ‘ Lincolnshire
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Data Security DSPT

Better security.
Better care.

1.3.13

i : : Physical controls that support data protection include lockable
Brleﬂy descrlbe the phySICal ContrOIS doors, windows and cupboards, clear desk procedure, security
your buildi Nngs have that preve Nt badges, key coded locks to access secure areas etc. Provide details at

) high level and, if you have more than one building, summarise how
unauthorised access to pe rsonal data. compliance is assured across your organisation’s sites.
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Data Security

Better security.
Better care.

5.1.1

: : Confirm that your organisation has reviewed any processes that
If yOU r Orga nisation haS had d data have caused a breach or a near miss, or which force people to use
breach or a near miss in the last year, unauthorised workarounds that could compromise your

) . ] organisation’s data and cyber security. Workarounds could be things
has the organ isation reviewed the such as using unauthorised devices such as home computers or
personal memory sticks or forwarding emails to personal email

proceSS that may have d I IOWGd the addresses. It is good practice to review processes annually even if a
breaCh to occu r? breach or near miss has not taken place.

If no breaches or near misses in the last 12 months then please tick
and write "Not applicable" in the comments box.
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Data Security

Better security.
Better care.

6.1.1
DoeS yOUr Organisation have 3 System in All staff, and volunteers if you have them, are responsible for

noticing and reporting data breaches and it is vital that you have a

place to re po rt data breaches? robust reporting system in your organisation.

There is an incident reporting tool within this toolkit which should
be used to report health and care incidents to Information
Commissioner’s Office ICO. If you are not sure whether or not to
inform the Information Commissioner’s Office of a breach, the
toolkit’s incident reporting tool and guide can help you to decide.
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Data Security Cspr

Better security.
Better care.

6.1.3
: : In the event of a data breach the management team of your

If yOU r Orga nisation haS had d data organisation, or nominated person, should be notified of the breach
breach. were the ma nagement team and any associated action plans or lessons learnt. If no breaches in

. ! ) the last 12 months then please tick and write "Not applicable" in the
nOtlfled, and did they dapprove the comments box.
actions planned to minimise the risk of
a recurrence?

i
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Data Security

Better security.
Better care.

6.1.4
If your organisation has had a data

If your organisation has had a data breach that is likely to result in a
high risk of adversely affecting individuals’ rights and freedoms - e.g.

breach. were all individuals who were damage to reputation, financial loss, unfair discrimination, or other
! ; significant loss - you must inform the individual(s) affected as soon
affected informed? as possible.

If your organisation has had no such breaches in the last 12 months
then please tick and write "Not applicable" in the comments box.
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Data Security DSPT

Better security.
Better care.

7.1.2
: : - Your organisation’s business continuity plan should cover data and
DoeS yOU r Orga nisation have d bUSl nNess cyber security — for example what would you do to ensure continuity
CcO ntinuity plan that covers data and of service if: you had a power cut; the phone line/internet went
. down; you were hacked; a computer broke down; the office became
Cyber secu rlty? unavailable (e.g. through fire).
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Data Security

7.2.1

How does your organisation test the
data and cyber security aspects of its
business continuity plan?

41

Better security.
Better care.

Describe how your organisation tests these aspects of its plan and
what the outcome of the exercise was the last time you did this. This
should be since 1st April 2020.
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IT Systems and Devices

Better security.
Better care.
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IT Systems and Devices

1.3.11

If staff, directors, trustees and
volunteers use their own devices (e.g.
phones) for work purposes, does your
organisation have a bring your own
device policy and is there evidence of
how this policy is enforced?

43

DSPT

Better security.
Better care.

The devices referred in this question include laptops, tablets, mobile
phones, CDs, USB sticks etc. This applies to use of devices whether
the person is on duty or not e.g. if they access your system(s) when
not on shift. Please upload your Bring Your Own Device policy and
any associated guidance, and evidence of how this policy is
enforced. If nobody uses their own devices, write “Not applicable” in
“Enter text describing document location”.
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IT Systems and Devices

Better security.
Better care.

1.3.14

: : : Smartphones are especially vulnerable to being lost or stolen. What
What doeS yOU r Orga nisation have In has been put in place by your organisation to protect them to
place to minimise the risks if mobile prevent unauthorised access? E.g. is there a PIN or fingerprint or

facial scan? Is there an app set up to track the location of a lost/

phones dare IOSt, StOIEn, hacked or used stolen smartphone, and ‘wipe’ its contents remotely? You may need
ina ppropriately? to ask your IT supplier to assist with answering this question.

If your organisation does not use any mobile phones, write “Not
applicable” in the text box.
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IT Systems and Devices

Better security.
Better care.

4.1.2
DoeS yOU r Orga nisation kn oW WhO haS Your organisation should know who has access to the personal and

confidential data in its IT system(s). Each person needs to have their

access to pe rsonal and confidential data own account to access a system. If that is not currently possible, and

) 9 users share a login, the organisation must risk assess the situation
th rough 1ts IT SyStem(S) v and agree a plan to end the use of shared logins. If your organisation

does not use any IT systems, then tick and write “Not applicable” in
the comments box.
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IT Systems and Devices DSPT

Better security.
Better care.

4.2.4
DoeS yOU r Orga nisation have 3 re“a ble When people change roles or leave your organisation, there needs

to be a reliable way to amend or remove their access to your IT

way of removing or a mending people's system(s). This could be by periodic audit to make sure that people’s

access rights are at the right level. It is important that leavers who
access to IT systems when they leave or had access to personal data have their access rights revoked in line

with your policies and procedures. This includes access to shared
Cha nge rOIGS? email addresses.
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IT Systems and Devices DSPT

Better security.
Better care.

- : If your organisation has any IT systems or computers, it should
HOW doeS yOU r Orga nisation ma ke sure provide advice for setting and managing passwords. Each person

that Staff, directo rs, trustees a nd should have their own password to access the computer, laptop or

tablet that they are using and a separate password for other

volunteers use gOOd PASSWO rd praCtice? systems. These passwords should be ‘strong’ i.e. hard to guess. This

could be enforced through technical controls i.e. your system(s)
require a minimum number of characters or a mixture of letters and

numbers in a password.
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IT Systems and Devices

DSPT

Better security.
Better care.

6.2.1
DO a” the CompUterS and Other deViceS This applies to all servers, desktop computers, laptop computers,

and tablets. Note that antivirus software and antimalware software
used across your organ isation have are the same thing — they both perform the same functions. You may
. . ) ) ) need to ask your IT supplier to assist with answering this question.
antivirus/antimalware software which is

kept up to date?
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Lincolnshire Care Association

48 LOre ASSOCICNon



IT Systems and Devices

Better security.
Better care.

6.3.2

: Use of public Wi-Fi (e.g. Wi-Fi freely available at cafes and train
Have Staff’ d Irecto rS’_trUSteeS d nd stations etc) or unsecured Wi-Fi (Wi-Fi where no password is
volunteers been advised that use of required to access it) could be unsafe and lead to unauthorised

. . . access of personal data. Staff, directors, trustees and volunteers if
pu blic Wi-Fi for work purposes IS you have them, should be advised of this. If nobody uses mobile
devices for work purposes out of your building/offices, then tick and
u nsafe? write “Not applicable” in the comments box.
i
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IT Systems and Devices DSPT

Better security.
Better care.

7.3.1

- - It is important to make sure that backups are being done regularly,
HOW doeS yOU r Orga nisation ma ke sure that they are successful and that they include the right files and
that there are wo rking backu PS of all systems. Briefly explain how your organisation’s back up systems

work and how you have tested them.

important data and information?

You may need to ask your IT supplier to assist with answering this
guestion.

©™ ‘ Lincolnshire

Lincolnshire Care Association

e l_are Association



IT Systems and Devices

Better security.
Better care.

7.3.2

All emergency contacts are kept
securely, in hardcopy and are up-to-
date.

Contacts include phone number as well as email.
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IT Systems and Devices DSPT

Better security.
Better care.

7.3.4

- It is important that your organisation’s backups are tested at least
Are baCkUpS routi nely teStEd to make annually to make sure data and information can be restored (in the
sure that data a nd info rmation can be event of equipment breakdown for example). You may need to ask
restored 3 your IT supplier to assist with answering this question
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IT Systems and Devices

8.1.4

Are all the IT systems and the software
used in your organisation still supported
by the manufacturer or the risks are
understood and managed?

53

Better security.
Better care.

Systems and software that are no longer supported by the
manufacturer can be unsafe as they are no longer being updated to
protect against viruses for example. You may need to ask your IT
supplier to assist with answering this question. Examples of
unsupported software include: Windows XP, Windows Vista,
Windows 7, Java or Windows Server 2008. Windows 8.1 is supported
until January 2023. Windows 10 is supported and is the most up to
date version of Windows. This question also applies to software
systems such as rostering, care planning or electronic medicine
administration record (MAR) charts for example.

If your organisation does not use any IT systems or software, then
tick and write “Not applicable” in the comments box. For guidance
(including information on how to check which software

i
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IT Systems and Devices

8.2.1

If your answer to 8.1.4 (on IT systems
and software being supported by the
manufacturer) was that software risks
are being managed, please provide a
document that summarises the risk of
continuing to use each unsupported
item, the reasons for doing so and a
summary of the action your
organisation is taking to minimise the
risk.

54

Better security.
Better care.

This is a conscious decision to accept and manage the associated
risks of unsupported systems. This document should indicate that
your board or management team have formally considered the risks
of continuing to use unsupported items and have concluded that the
risks are acceptable.

If your answer to the previous question was yes, write “Not
applicable” in “Enter text describing document location”.

®™ ‘ Lincolnshire

Lincolnshire Care Association

RN g U [
T i |
. e NN L _



IT Systems and Devices

Better security.
Better care.

- - It is important that your organisation’s IT system(s) and devices have
HOW doeS yOU r Organ Isation make sure the latest software and application updates installed. Most software

that the latest software u pd ates are can be set to apply automatic updates when they become available
; from the manufacturer. You may need to ask your IT supplier to
downloaded and installed? assist with answering this question. If your organisation does not use
any IT systems, devices or software, write “Not applicable” in the
text box.
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IT Systems and Devices DSPT

Better security.
Better care.

9.1.1
DoeS your Organisation make sure that Networking components include routers, switches, hubs and

firewalls at all of your organisation’s locations. Your organisation may

the passwo rds of a || networki ng just have a Wi-Fi router. This does not apply to Wi-Fi routers for

. - people working from home. You may need to ask your IT supplier to
components, such as a Wi-Fi router, assist with answering this
have been Cha nged from their Original question. If your organisation does not have a network or internet

access, then tick and write "Not applicable" in the comments box.

passwords?
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IT Systems and Devices

9.5.2

Are all laptops and tablets or removable
devices that hold or allow access to
personal data, encrypted?

57

Better security.
Better care.

Mobile computers like laptops and tablets and removable devices
like memory sticks/cards/CDs are vulnerable as they can be lost or
stolen. To make these devices especially difficult to get into, they can
be encrypted (this protects information by converting it into
unreadable code that cannot be deciphered easily by unauthorised
people). Devices can be further protected, for example, by
preventing the use of removable devices like memory sticks. This is
called computer port control. You may need to ask your IT supplier
to assist with answering this question.

If your organisation does not use any mobile devices, or equivalent
security arrangements are in place, then tick and write "Not
applicable” in the comments box.

Lincolnshire
Care Association
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IT Systems and Devices

Better security.
Better care.

10.2.1

: : ’ Your organisation should ensure that any supplier of IT systems has
DO yOU r Orga nisation’s IT SyStem cyber security certification. For example, external certification such
su pp“ers have Cyber secu r|ty as Cyber Essentials, or 1IS027001, or by being listed on Digital
. ; marketplace, or by completing this Toolkit. An IT systems supplier
certification? would include suppliers of systems such as rostering, care planning
or electronic medicine administration record (MAR) charts for
example.

If your organisation does not use any IT systems, then tick and write
“Not applicable” in the comments box.
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Publish the Toolkit

Better security.
Better care.
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Publish the Toolkit
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important data and information?
All emergency contacts are kept securely, in hardcopy and are up-fo-date.

Are backups routinely tested to make sure that data and information can be
restored?

Are all the [T systems and the software used in your organisation stil
supported by the manufacturer or the risks are understood and managed?

If your answer to 8.1.4 (on IT systems and software being supported by the
manufacturer) was that software fisks are being managed, please provide a
documant that summarises the risk of continuing to use each unsupported
item, the reasons far doing $0 and a summary of the action your organisation
is taking to minimise the risk.

How doss your organisation make sure that the latest software updates are
downloaded and installed?

Mandatory

Mandatory

COMPLETED

COMPLETED

COMPLETED

COMPLETED

COMPLETED

Does your organisation make sure that the passwords of all networking
components, such as a Wi-Fi router, have been changed from their original
passwords?

COMPLETED

Are all laptops and tablets or removable devices that hold or allow access to
personal data, encrypted?

COMPLETED

Do your organisation's IT system suppliers have cyber security certification?

COMPLETED

60
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Better security.
Better care.

x
o dspleskiLohsuk Assessrne B P —
important data and information? important data and information?
732 All emergency contacts are kept securely, in hardcopy and are Up-to-date. Mandatory COMPLETED 7.32 All emergency contacts are kept securely, in hardcopy and are up-to-date. Mandatory
734 Ao backups routinaly tested to make sura that data and information can ba COMPLETED 7.4 Ara backups routinely tastad to make sure that data and information can be
restored? rastorad?
Are all the IT systems and the software used in your organisation still COMPLETED 14 Are all the IT systems and the software used in your arganisation still
supported by the manufacturer or the risks are understood and managed? supported by the manufacturer or the risks are undarstood and managed?
821 If your answer to 8.1.4 {on IT systems and software being supported by the COMPLETED 8.21 IFyour answer to 8.1.4 (on IT systams and sr{'ware being supported by the
manufacturer) was that software risks are being managed, please provide a manufacturer) was that software fisks are being managed, please provide a
document that summarizes the sk of continuing ko Usa each Unsuppartad document that summarises the risk of continuing 1o use each unsupported
itern, the reasans for doing so and a summary of the acion your arganisation item, the reasans for daing so and a summary of the action your arganisation
is taking to minimise the risk is taking to minimise the risk.
835 How does your organisation make sure that the latest software updates are Mandatory COMPLETED 835 How does your organisation make sure that the |atast softwara updates are Mandatory COMPLETED
downloaded and installed? downloaded and installed?
911 Does your organisation make sura that the passwords of all netwarking COMPLETED 211 Does your organisation make sure that the passwords of all networking
components, such as a Wi-Fi rauter, have been changed from their original companants, such as a Wi-Fi routar, hava baan changed from their original
passwords? passwords?
- 6. Ave all laptops and tablets or removable devices that hold or all a5
982  Arealllaptops and tablets or removable devices that hold or allow access lo COMPLETED 862 ve all laplops and tablets or removable devices that hold or allow access lo
parsonal data, sncryptad? personal data, encrypled?
1024 Do you isation's IT system suppliers have cyber security certification?
1021 Do your organisation’s IT system suppliers have cyber security certification? COMPLETED © yourorganisation's IT system suppliers have cyber security certication

Publish Approaching Standards Assessment
Tell us what you think of the service Submit Feedback

&5 | Terms and conditions

21 NHS Digitsl

Please respond to all the "Mandatory” requirements before publishing your
assessment

Publish Approaching Standards Assessment
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https://demo.dsptoolkit.nhs.uk/Assessment

important data and information?

7.3.2

All emergency contacts are kept securely, in hardcopy and are up-to-date.

Mandatory

COMPLETED

7.34

Are backups routinely tested to make sure that data and information can be
restored?

COMPLETED

Are all the IT systems and the software used in your organisation still
supported by the manufacturer or the risks are understood and managed?

COMPLETED

8.21

If your answer to 8.1.4 (on IT systems and software being supported by the
manufacturer) was that software risks are being managed, please provide a
document that summarises the risk of continuing to use each unsupported
item, the reasons for doing so and a summary of the action your organisation
is taking to minimise the risk.

COMPLETED

835

How does your organisation make sure that the latest software updates are
downloaded and installed?

Mandatory

COMPLETED

Does your organisation make sure that the passwords of all networking
components, such as a Wi-Fi router, have been changed from their original
passwords?

COMPLETED

9.6.2

Are all laptops and tablets or removable devices that hold or allow access to
personal data, encrypted?

COMPLETED

10.2.1

Do your organisation’s IT system suppliers have cyber security certification?

COMPLETED

Publish Assessment

Tell us what you think of the service Submit Feedback
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5 Publication Confirmation x Iy
D a https://demo.dsptoolkit.nhs.uk/Publish/Confirmation

organisation?

Cyber Essentials PLUS

Does your organisation have Cyber Essentials No Change
PLUS Certification with a scope covering all

health and care data processing awarded during

the last 12 months?

Cyber Essentials PLUS award date Not Provided

Cyber Essentials PLUS Certificate Not provided

Publish Assessment

By clicking 'Publish Assessment’ you are confirming that your board/senior
management have agreed and signed off this assessment. Your
assessment will then be published at a summary level on the Data Security
and Protection Toolkit. This will be available to the public.

Confirmation of the publication will be sent to you at kb@wmca.care.

Publish Assessment
Tell us what you think of the service Submit Feedback

Contact us | Accessibility statement | Privacy and cookies | Terms and conditions © 2021 NHS
Build: 1092_87
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O & https://demo.dsptoolkit.nhs.uk/Publication/Published

TEST | This is a new service - your feedback will help us to improve it.

'8 pata Security and Protection Toolkit

My account Logout

Digital DSPT
Better security.
This is a test site and is not intended for live use. Better care.
West Midlands 1 Change organisation Organisation search News Help

Assessment Report an Incident  Admin ~

Your assessment has been
published

Confirmation of your publication has been emailed to you. If you do not receive
the email confirmation, please check your spam or junk email folder.

Remember that if you make changes to your assessment you will need to publish
your assessment again.

View All Publications

Tell us what you think of the service Submit Feedback

Contact us | Accessibility statement | Privacy and cookies | Terms and conditions © 2021 NHS Digital

S ) | lncohdi

. }inc?|nshir.e Care Association
L ARR0CICTNON




saching Standards Assess X

& https://demo.dsptoolkit.nhs.uk/Assessment

important data and information?

All emergency contacts are kept securely, in hardcopy and are up-to-date.

Mandatory

COMPLETED

Are backups routinely tested to make sure that data and information can be
restored?

COMPLETED

Are all the IT systems and the software used in your organisation still
supported by the manufacturer or the risks are understood and managed?

COMPLETED

If your answer to 8.1.4 (on IT systems and software being supported by the
manufacturer) was that software risks are being managed, please provide a
document that summarises the risk of continuing to use each unsupported
item, the reasons for doing so and a summary of the action your organisation
is taking to minimise the risk.

COMPLETED

How does your organisation make sure that the latest software updates are
downloaded and installed?

Mandatory

COMPLETED

Does your organisation make sure that the passwords of all networking
components, such as a Wi-Fi router, have been changed from their original
passwords?

COMPLETED

Are all laptops and tablets or removable devices that hold or allow access to
personal data, encrypted?

COMPLETED

10.2.1

Do your organisation’s IT system suppliers have cyber security certification?

COMPLETED

Publish Approaching Standards Assessment

Tell us what you think of the service Submit Feedback

Contact us | Accessibility statement | Privacy and cookies | Terms and conditions

© 2021 NHS Digital
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2 Provide Action Plan

W& Multi-Screen Site Editor

O & https://demo.dsptoolkit.nhs.uk/Assessment/ActionPlan

This is a test site and is not intended for live use.

West Midlands 1 Change organisation Organisation search

Assessment Report an Incident  Admin ~ Better security.

Better care.
€ Assessment

Provide an action plan

Thank you for responding to all the mandatory requirements

* You should now download a blank action plan template, which lists the
requirements you have not yet responded to.

¢ You should then complete this plan and upload a copy here, as proof
you are approaching the Data Security and Protection Toolkit
standard.

e You will then be able to publish your 'Approaching Standards'
assessment.

Upload file
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AutoSave (@ off) E[:é DSPT_Action_plan_WM1_24032021_1627 - Saved ~ Keiron Broadbent KB &=

Home Insert Page Layout Formulas 1%t Share I Comments
Browse Version History

P AutoS: ~
MW Click the document title to rename or browse General @ @ Normal Good Neutral @ ﬁg @ 2 AutoSum %? p E_j

X : . v FL Fill ~
= | the version history of files saved to the cloud. 0. Conditional Format as |Ca culation | I Explanatory ... Followed Hy... [o Insert Delete Format : Sort & Find & | Analyze
&§ Format Painter : . . Formatting ~  Table ~ - ~ - 6> Clear v Filter ~ Select ~ Data
Clipboard = Editing Analysis
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1
2 |Instructions: This plan lists the requirements your organisation has not yet responded to on the Data Security and Protection Toolkit.
3 |You should complete this action plan outlining the actions you are going to do to meet these requirements, save a copy and then upload the file to the Data Security and Protection Toolkit to complete your assessment at Approaching Standards level.
4 | https:/fiwww_dsptoalkit.nhs_ uk/
5
& |Ref. - |Requirement - | Guidance ~ |What do you plan to do? By when? Who will do it?
10.21 Do your organisation’s IT Your arganisation should ensure that any supplier of [T systems has
system suppliers have cyber |cyber security certification. For example, external certification such as
security certification? Cyber Essentials, or 15027001, or by being listed on Digital

marketplace, or by completing this Toolkit. An [T systems supplier
would include suppliers of systems such as rostering, care planning or
electronic medicine administration record (MAR) charts for example.
If your organisation does not use any IT systems, then tick and write
‘Not applicable” in the comments box.

Guidance is available from [Digital Social
Care](https:/iwww.digitalsocialcare.co.uk/data-security-protecting-my-
information/cyber-security/manage-your-suppliers/).

Action Plan ()] 4 3
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important data and information?

732 All emergency contacts are kept securely, in hardcopy and are up-to-date. Mandatory
7.3.4 Are backups routinely tested to make sure that data and information can be
restored?
DSPT
8.14 Are all the IT systems and the software used in your organisation still Better security.
supported by the manufacturer or the risks are understood and managed? Better care.
8.21 If your answer to 8.1.4 (on IT systems and software being supported by the

manufacturer) was that software risks are being managed, please provide a
document that summarises the risk of continuing to use each unsupported
item, the reasons for doing so and a summary of the action your organisation
is taking to minimise the risk.

8.3.5 How does your organisation make sure that the latest software updates are Mandatory COMPLETED
downloaded and installed?

9.1.1 Does your organisation make sure that the passwords of all networking
components, such as a Wi-Fi router, have been changed from their original
passwords?

96.2 Are all laptops and tablets or removable devices that hold or allow access to

personal data, encrypted?

10.2.1 Do your organisation’s IT system suppliers have cyber security certification?

Please respond to all the "Mandatory' requirements before publishing your
assessment

Publish Approaching Standards Assessment
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E2 Provide Action Plan

U a https://demo.dsptoolkit.nhs.uk/Assessment/ActionPlan

West Midlands 2 Change organisation Organisation search
Assessment Report an Incident  Admin ~

€ Assessment Better security.

Better care.
Provide an action plan

Thank you for responding to all the mandatory requirements

* You should now download a blank action plan template, which lists the
requirements you have not yet responded to.

¢ You should then complete this plan and upload a copy here, as proof
you are approaching the Data Security and Protection Toolkit
standard.

* You will then be able to publish your 'Approaching Standards'
assessment.

Upload file

Document Currently Saved:

DSPT_Action_plan_ WM1_24032021_1627 xIlsx =~ Remove Replace

Publish Approaching Standards Assessment
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Data Protection Officer Not Provided Change

Mail System

Better security.
Is NHS Mail the only email system used by your No Change Better care
organisation? '

Cyber Essentials PLUS

Does your organisation have Cyber Essentials No Change
PLUS Certification with a scope covering all

health and care data processing awarded during

the last 12 months?

Cyber Essentials PLUS award date Not Provided

Cyber Essentials PLUS Certificate Not provided

Publish Approaching Standards Assessment

By clicking 'Publish Approaching Standards Assessment' you are
confirming that your organisation has started to implement key data
security measures and that you will deliver the required actions to meet the
full standard.

Confirmation of the publication will be sent to you at kb@wmca.care.

Publish Approaching Standards Assessment

M | Lncohshire

. Lincohshie | Care Agsociafion

"l
i | |



Next Steps

Better security.
Better care.

* If you have published at Standards Met
today, you’re done until the new DSPT year

* If you have published at Approaching
Standards that is the minimum for NHS Mail
but will not give you access to other
systems. You will need to adhere to your
action plan — We will be in touch to help

* If you have not published today we can offer
you additional support — We will be in touch
to discuss
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Last Questions

Better security.
Better care.
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Completing the DSPT

Thank You Better security.
Better care.

Social Care

Varsha Modhwadia — Digital Project Manager
Lincolnshire Care Association
varshamodhwadia@linca.org.uk Q‘D
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